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1.0   Purpose 
 For the establishment of procedures for the identification of suspected counterfeit electronic 
 components, integrated circuits, hybrid microcircuits, semiconductors, transistors, diodes, 
 capacitors and resistors parts in our supply chain, and the implementation of guidelines which 
 would minimize the risk of counterfeit materials being acquired, and then passed on to the 
 customer. 
 
2.0  Scope 
 This procedure is internal, but as allowable, should also flow down to the supplier.   
 In the event that our customer has and provides us with their own Counterfeit Mitigation plan, 
 we shall defer to that plan as best we can, or provide written cause.  In the event that it is 
 discovered that certain industry, military, state, or federal regulation contains elements that 
 super-cede our own procedures, or if a specific project requires that certain regulation be 
 adhere too.  We will make every effort to defer to, or mirror these regulations and 
 procedures.  
 
3.0 Responsibility and Authority 
 It is the responsibility of Management to ensure these procedures are followed and adhered to.  
  
 3.1 Supplier Approval 
 The Purchasing Manager has the authority and responsibility to select, qualify, approve and 
 remove, assign risk-ratings to potential and existing suppliers.  In the event that the Purchasing 
 Manager is unavailable, the Managing Partner or Quality Manager shall be responsible for 
 supplier approval  
 
 3.2 Procurement 
 Only trained and qualified Product Managers or Purchasing Agents are authorized to purchase 
 materials. 
 
 3.3 Quality Planning 
 The Quality Administrator is responsible for creating the Wycom Corp Counterfeit 
 Mitigation and Avoidance Program; communicating that program, and ensuring that all policy 
 and procedures relating to it are maintained.    
 
 3.4 Inspection and Testing 
 Shipping and Receiving employees that are ICE-3000 certified are the only employees who have 
 the authority to Inspect and Test materials. 
  
4.0 References 
 Aside from the Wycom Corp Quality Manual and Quality Systems Procedures, the 
 following reference procedures, policy, or information are directly associated with elements of 
 this program: 
  
 IDEA STD 1010-B 
 IDEA QMS-9090A 
 AS9120 
 AS5553 
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 Receiving Work Instructions 
 Sampling Plan  
 Shipping Procedure Work Instructions 
 Quality Control Checklist 
 Request to Change Vendor Status 
 Supplier Analysis Report 
 
 4.1 Websites 
 ERAI       www.erai.com 
 IDEA     www.idofea.org 
 GIDEP       www.gidep.org 
 Bureau of Industry and Security  www.bis.doc.gov 
 
5.0 Definitions 
 
 Counterfeit Part (Suspected) - A part in which there is an indication by visual inspection, testing 
 or other information that it may have been misrepresented by the supplier or manufacturer as 
 new and original. 
 
 OCM (Original Component Manufacturer) - is the business entity that originally created, 
 designed, manufactured, and distributed the component; Or is the business entity that now 
 holds all rights to the sale, logo, image, production, and distribution of the original component. 
 
6.0 General Policy 
 
 6.2 Communication of Policy 
 This policy is made available to our customers, outside agencies, or auditors upon request.  This 
 document shall be maintained, controlled and available to all employees on the internal 
 company website.   
  
 6.3 Training and Education 
 Employees directly responsible for functions related to inspecting and purchasing product shall 
 be trained as determined by their immediate supervisors.   All Quality Inspectors shall be ICE-
 3000 certified with the IDEA. 
 
 6.4 Records 
 All records related to receiving, inspecting, the disposition of, the control of suspected 
 counterfeit materials, along with regulatory or customer requirements related to any 
 transaction shall be maintained indefinitely on network servers.  Existing hard copies shall 
 be maintained on-site for at least 7 years.  
 
7.0 Supplier Selection, Approval, and Monitoring 
 All potential suppliers must be pre-approved by the Purchasing Manager.   
 
 7.1 Supplier Approval and Risk Assessment 
 The Purchasing Manger will consider various factors when evaluating a potential 
 supplier, including any of the following: 
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 Years in Business 
 Membership in Industry Groups (IDEA,ERAI, etc) 
 Type of Business  (Authorized, OCM, Broker) 
 Industry References 
 Reported Company Alerts (GIDEP,ERAI) 
 Credit Terms 
 Country of Business 
 Level of Risk associated with the component or material 
 
 7.2 Monitoring 
 All authorized suppliers are subjected to quarterly reviews of their performance during the 
 previous quarter.   At any time the Purchasing Manager may make a change in supplier approval 
 status.  Additionally any employee, and at any time, may request a review of a potential or 
 existing supplier for the purposes of allowing or disallowing a supplier. 
 
 7.3 Supplier Selection 
 Buyers will use their best judgment when forwarding offers to sales or when procuring
 product.  Buyers shall consider the same factors used by the Purchasing Manager in approving 
 suppliers when making purchases.     Buyers shall also consider any existing requirements from 
 the customer before selecting a supplier.  Whenever possible, Buyers should strongly consider 
 purchasing from suppliers who maintain traceability to the OCM. 
 
8.0 Receiving Inspection 
  
 8.1 Product Identification and Authenticity   
 Quality Inspectors shall make the determination that the product received is exactly what was 
 ordered, and that what was received also meets the requirements of the customer.  Quality 
 Inspectors shall use all in house tools at their disposal, as necessary, in determining authenticity.  
  
 8.2 Method of Inspection 
 Quality Inspectors shall adhere, whenever possible, to IDEA 1010-B inspection standards. 
  
 8.1 Disputes  
 If a supplier or customer wishes to dispute the findings of our Quality Inspectors,   Wycom 
 Corp will provide an avenue of mediation and /or offer Third Party Authentication. 
 
 8.2 Third Party Authentication 
 If part authentication is impossible through the normal inspection procedures, Wycom Corp
 will refer the matter back to the customer and offer the opportunity for third party 
 identification at an agreed test house. 
 
 8.3 Final Determination 
 The Managing Partner will make the final determination on the authenticity and disposition of 
 the purchased material, should that determination not be possible through any other agreed 
 upon means. 
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11.0 Control and Reporting of Suspected Counterfeit Materials 
  
 11.1 Control of Suspected Counterfeit Materials 
 Product determined to be suspected counterfeit will be quarantined.  Quarantined parts shall 
 remain quarantined until such time as there are clear instructions present to provide for their
 disposition, I.E legal injunction, governmental directive, or transfer of responsibility.    
  
 11.2 Reporting 
 Suspected counterfeit parts may be reported to ERAI and through GIDEP as determined by the 
 Managing Partner.     
 
 
 


